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About this book

Artificial intelligence can make an organization faster without making it more accountable. An
output may be fluent yet wrong; a model may use personal information without a legitimate
purpose; an automated workflow may act beyond its authority. Responsible Al governance addresses
these failures before they become incidents. It connects a specific business purpose, an accountable
person, approved data, bounded technology, measurable quality, and a route to correct mistakes.
Governance is not the same as a policy PDF. It exists only when a team can demonstrate that controls
work, decisions are recorded, and unacceptable risks can stop deployment. This guide introduces an
operating model that small companies can adopt without building a heavy bureaucracy.
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1. Define the System and Its Accountability Boundary

Governance begins with a sentence ordinary people can understand: "We use this system to help a
human analyst classify incoming supplier enquiries, not to approve supplier contracts." That
statement identifies purpose, user, output and a boundary. Compare it with the vague claim that 'Al
optimizes procurement.' The latter is impossible to test. Each AI use case should have a named
business owner, a description of affected people, the data it touches, the systems it can access, and
the consequence of an error.

Classify components rather than assigning one label to an entire application. A product may contain
a retrieval database, a general-purpose model, a rules engine, a search interface and an agent with
tools. The retrieval index and model may be controlled by different vendors. A system that drafts a
response is different from one that sends it. A system that flags a payment for review is different
from one that freezes an account. Record the full chain from input to decision and identify where a
person can inspect, override or halt it. NIST's AI Risk Management Framework and its generative-Al
profile provide a useful voluntary framework for managing such lifecycle risk [R1].

The intended user is not the only affected party. A candidate, customer, patient, employee or
supplier may experience a denial, delay, disclosure or incorrect recommendation. List the direct
result and second-order effects of a failure. Misclassifying a support ticket is usually less
consequential than generating a binding contract notice or acting on private health information. The
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exposure changes with scale, autonomy and the ability to reverse an action. A reversible suggestion
should never silently become an irreversible execution step when a new integration is added.

A fictional Saa$ business, ClearPath, wants Al to summarize support tickets. Its acceptable scope is
summarization for a trained support agent; its unacceptable scope is automatically cancelling
customer subscriptions. That difference determines technical permissions, tests, human oversight
and logging. The organization should approve the specific use case, not a generic subscription to a
model provider.

Chapter output: purpose statement, system map, affected-party map and explicitly prohibited actions. Gate: no
live use without a named accountable owner and a bounded permission set.

2. Assign Decision Rights and Risk Ownership

A small team still needs separation of duties

Governance needs a business owner responsible for purpose and outcomes, a technical owner
responsible for design and security, and an independent reviewer for consequential decisions. A
startup may have one person performing multiple roles, but it should record when this happens and
what compensating review is required. A vendor's safety statement does not replace the deploying
organization's responsibility. Similarly, the founder's excitement about automation should not be the
only evidence that deployment is acceptable.

Define who may approve the use case, who may authorize access to personal data, who may change
model settings, who can release a new version, and who can suspend the system. Keep a reserved-
matters list for legal commitments, high-value money movements, sensitive employment decisions,
and significant safety impacts. A human approval gate is meaningful only when the approver sees
the proposed action, evidence, uncertainty and consequences before it occurs. A checkbox that is
routinely ignored is not an effective gate.

Risk grades should change controls, not merely labels

Use four internal triage grades: limited, moderate, high, and prohibited or unsupported. This is an
internal management taxonomy; it is not an EU Al Act classification. Grade a system by consequence,
data sensitivity, autonomy, scale, and difficulty of reversal. Moderate applications may need periodic
spot checks; high-consequence applications need stronger validation, explicit human decisions, legal
review and a documented fallback. No numeric score should automatically authorize a regulated or
otherwise prohibited use case.

The board or founder should receive an exception summary rather than a technical dump: active
systems, unresolved high-severity risks, data incidents, deployment rollbacks and overdue reviews.
The OECD AI Principles, revised in 2024, emphasize transparency, robustness, security and
accountability alongside human rights and privacy [R2]. These themes are practical management
prompts, not a self-issued certificate of adherence.
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Chapter output: RACI, reserved-matters table, risk tiers and escalation route. Gate: every risk has an owner with
authority to stop the workflow.

3. Govern Data From Collection to Deletion

Trace data lineage and legitimacy

The most useful data control is an honest inventory. For each dataset, capture source, collection
purpose, legal basis where applicable, subject categories, sensitivity, residency, processors, access
roles, retention period and deletion route. Ask whether the model genuinely needs identifiable
information. If it does not, remove it before retrieval or submission. Redaction, aggregation and
synthetic test data can reduce exposure, although each approach has limitations. Privacy-by-design
means structuring the workflow around minimal collection rather than adding a warning after
launch.

Data provenance is essential for both accuracy and rights. Third-party data may be licensed for
display but not model training; customer documents may be approved for a single case but not
reused across tenants. A team should distinguish customer-owned content, model-provider
processing, embeddings, logs, external web material and training datasets. Make these flows visible
in a one-page data diagram. Contracts and technical configuration should be consistent: a promise
not to retain prompts is ineffective if logs or debugging tools keep them elsewhere.

Treat deletion as a tested operation

Retention schedules should cover primary databases, object stores, analytics, vector indexes,
backups and vendor systems. Specify when a deletion request can be satisfied directly, when a
backup expires on a rotation schedule, and when data must be held for a lawful reason. Test
whether deletion actually removes retrieval access. For a fictional support application, the team
might purge closed ticket attachments from an Al search index after the approved retention period,
while retaining only a non-identifying operational metric. These periods are illustrative and should
be determined by policy and applicable law.

Cross-border transfers are a separate design question. A system's visible user location does not prove
where processing or support access occurs. Obtain vendor documentation and check the actual
routes. Maintain incident contacts and processor/subprocessor lists, not just a marketing page
describing 'enterprise-grade security.'

Chapter output: lineage diagram, purpose-and-retention register, deletion test and access review. Gate: do not
connect sensitive data to an unreviewed provider.

4. Evaluate Models, Outputs and Human Oversight

Measure on the job, not on generic demonstrations

A model should be evaluated against actual tasks, approved reference answers and expected failure
modes. Create a representative test set that includes routine cases, difficult edge cases, unfamiliar
language, conflicting evidence and prohibited requests. Grade factual correctness, completeness,
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calibration, usefulness, bias where relevant, and safety. For retrieval systems, also inspect whether
answers quote or link the correct documents. Test versions before and after a prompt, model or tool
change. A benchmark score is not proof of suitability for a particular enterprise workflow.

Record a baseline against a simpler alternative: human-only handling, ordinary search, a
deterministic rule or a conventional software feature. A model that reduces drafting time but
introduces costly correction may not improve the whole process. Track review minutes and rework,
not only generation speed. Make the acceptance criteria explicit before seeing a favorable result so
that teams do not move the goalposts.

Design oversight for actual decisions

A human reviewer should see the source, the suggested action, confidence limitations and an easy
way to disagree. Avoid presenting an invented numerical 'confidence' label unless the score has been
validated for the task. For risky tasks, use double review, restricted deployment and a fallback
manual procedure. Appeals and correction channels matter wherever output influences a person's
opportunity, access or treatment. Documents should state whether an Al output is advice, a draft, a
triage recommendation or an authorized decision.

ClearPath's fictional agent could propose a support response and identify supporting records, but
only an employee may send credits or amend a contract. If the source cannot be retrieved or the
result conflicts with policy, the agent escalates. That rule is measurable and can be tested in pre-
production scenarios.

Chapter output: evaluation matrix, acceptance thresholds, fallback and reviewer checklist. Gate: no autonomy
expansion without a new risk and evaluation approval.

5. Engineer Security and Agentic Controls

Untrusted content must remain data

A prompt injection can attempt to make external documents, retrieved pages or emails behave as
instructions. A malicious vendor invoice might tell an assistant to change bank details; a web page
might request that the assistant reveal confidential notes. Treat all retrieved content as untrusted
input. Restrict tool permissions, validate destinations, and isolate systems with different trust levels.
Model prompts alone cannot guarantee the security boundary. OWASP's GenAlI Security Project has
published updated 2026 resources for LLM and agentic-system risk; its current guidance is a
practical security reference [R5].

Apply least privilege to identities and tools. A research assistant should not inherit administrator
access to bank accounts because a single owner uses both. Separate 'read’, 'draft’, 'approve' and
'execute' permissions. Require out-of-band confirmation for changes to payout destinations, legal
commitments, identity recovery and high-value transfers. Keep secrets in a protected credentials
system rather than prompts or documents. Validate output formats with conventional code before
downstream execution.



SILICON FOUNDERS / SF PUBLICATIONS / VOLUME 22

Prepare for failure and misuse

Run tabletop exercises for data leakage, provider outage, harmful output, unexpected tool execution
and unauthorized access. The incident plan should state who can revoke tokens, disable integrations,
notify affected customers where required and preserve evidence. Logs must be useful without
retaining unnecessary sensitive data. Monitor error spikes, repeated refusals, unusual data access
and unexpected tool calls. Rate limits and spending limits protect both the organization and its
customers from runaway usage.

Security architecture should make a small incident containable. Segment production and test
environments; use test accounts with no live money movement; record dependencies and keep a
rollback procedure. The objective is not perfect model behavior. It is a system whose worst plausible
failures have bounded impact and an accountable response.

Chapter output: trust-boundary diagram, tool-permission matrix and incident runbook. Gate: never connect
unreviewed agent instructions directly to sensitive execution rights.

6. Map Applicable Rules Without Overclaiming Compliance

Frameworks and laws are different instruments

Voluntary governance frameworks, technical standards and legislation serve different purposes.
NIST AI RMF is a voluntary risk-management resource [R1]. ISO/IEC 42001:2023 specifies
requirements for an Al management system, but studying it is not certification, and publishing a
checklist does not establish conformity [R4]. The OECD AI Principles offer policy-level values and
recommendations [R2]. Laws may create binding duties tied to geography, activity,
provider/deployer role, data category and use case.

For EU-facing deployments, consult the European Commission's current AI Act implementation
timeline and the actual consolidated legal text. The Commission's 2026 service desk reflects phased
application and Digital Omnibus changes, including obligations that began in 2025 and 2026 and
later dates for some high-risk categories [R3]. It would be misleading to state that 'all AI systems
became regulated identically on one date.' The actual analysis requires identifying whether a system
falls within scope, what role the organization performs, whether an exception applies, and which
provisions are operative when deployed. Other privacy, consumer, employment, intellectual-
property and sector laws may also apply.

Maintain a jurisdiction-specific obligations register

For each live application, record operating countries, affected people, data flows, intended purpose,
applicable legal instruments, external counsel, control owner, evidence and recheck date. Do not
rely on copied generic website terms. When a material legal question remains unresolved, use a
manual alternative or stop launch. Policies should explain what the organization actually does,
rather than borrowing credentials from a vendor or asserting that a third-party standard has been
achieved.
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Treat standards as ways to organize a management system. A useful control register shows the
requirement or risk, the procedure, technical enforcement, observed test and accountable reviewer.
This supports review regardless of whether the company eventually seeks external assessment.

Chapter output: obligations register, framework crosswalk and legal-review gate. Gate: legal status and
certification claims require independent evidence and authority.

7. Monitor Operations and Respond to Incidents

Shift from launch approval to continuous assurance

A model that performs acceptably in a pilot may deteriorate when users change, knowledge sources
grow or integrations are added. Monitor the whole workflow: outcome accuracy, time saved, human
overrides, complaints, retrieval failure, unusual tool use, privacy events, and cost. Review results by
relevant customer or use-case segments without collecting more personal information than
necessary. Document model or prompt changes, including the reason, test result, approving person
and rollback version.

Use simple thresholds. An illustrative workflow might trigger review when more than five percent of
sampled summaries contain material errors, or when a critical data disclosure occurs once. These
thresholds are examples, not recommended universal limits. Each organization should derive limits
from actual impact. A severe incident bypasses ordinary review cycles and immediately activates
containment and escalation.

Record a learning loop

Incident records should distinguish discovery time, system affected, exposure, containment,
remediation, required notification, verification and lessons learned. Assign an owner and due date to
each corrective action. A post-incident review should ask which system assumption failed, what
evidence was overlooked and whether the organization must change scope. Trend reporting matters:
repeated small mistakes can reveal a design failure more significant than an isolated high-profile
error.

A management dashboard should not use 'number of AI automations' as its primary success metric.
Instead report safe completed tasks, verified economic contribution, serious incidents, unresolved
exceptions and customer-impact indicators. An operational system becomes more trustworthy
through the ability to identify and repair failure, not through optimistic labels.

Chapter output: operating dashboard, change log and incident learning process. Gate: material unexplained
deterioration blocks further rollout.

8. Audit Vendors and Build an Evidence Trail

Ask for evidence matched to the actual product

Vendor selection starts with architecture and the intended data. Ask which entity processes
information, whether prompts can be used for improvement or training, where data is stored, what
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subprocessors are involved, how incidents are reported, and how the service is restored after an
outage. Verify contract terms, technical options and product-specific security reports when available.
A general website claim that a provider is 'compliant’ does not settle the buyer's obligations.

Maintain a concise assurance file: use-case approval, data map, vendor review, evaluation records,
model version, permissions, risk acceptance, incident log and periodic review. Record whether each
piece is an observed test, a vendor representation or an unverified assumption. Auditability depends
on preserving provenance. Do not claim deployment has been tested if only a policy was written. Do
not invent completed audits, certifications or customer assurances for public marketing.

Make the review cadence proportional

A high-risk system may require formal sign-off before every major change and regular independent
checks. A low-impact drafting assistant might be handled through an approved template and
periodic sampling. In both cases, the organization should be able to reconstruct a consequential
decision: who authorized it, what evidence was available, what the system produced, who reviewed
it and what happened next.

The strongest assurance question is simple: 'Show me one real record that demonstrates this control
worked.' If no record exists, classify the control as designed but not implemented. This distinction
prevents a policy library from becoming a false assurance product.

Chapter output: vendor questionnaire, evidence register and review calendar. Gate: approval status must match
observed operational evidence.

9. Launch a Ninety-Day Governance Programme

Stage 1: Inventory and containment, days 1-30

Identify all known AI applications, including shadow tools used by staff. Classify their data
sensitivity and operational consequences. Disable obviously unsafe integrations, revoke orphaned
tokens and make one owner accountable for the registry. Pick a single important use case for a pilot
rather than trying to assess every speculative future product. Define an intake form, approval
boundary and basic test set. Publish an internal rule that confidential data must not be introduced
into unapproved services.

Stage 2: Prove controls, days 31-60

Complete a data map, provider review, security test and reference-answer evaluation. Implement
minimum permissions, audit logging, human review and rollback. Run a privacy or incident
scenario appropriate to the pilot. Train reviewers to identify unsupported citations, leaked private
data and requests for actions outside the system's mandate. If legal classification is material, obtain
jurisdiction-specific advice before production use.

Stage 3: Operate and improve, days 61-90

Launch narrowly, measure accepted useful outcomes, monitor drift and track cost. Review
exceptions weekly and serious incidents immediately. Produce a one-page monthly founder report:
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systems live, controls verified, top risks, incidents, value captured and decisions required. Expand
only when a current owner, test evidence and resource budget exist. The purpose is to earn
controlled autonomy incrementally rather than to maximize automation at any cost.

A robust governance programme is deliberately boring in one respect: the same risk register, data
map, approval trail and incident process should keep working even when the underlying model
provider changes. That continuity is the foundation of durable Al operations.

Chapter output: ninety-day milestone plan and monthly management review. Gate: expansion follows
demonstrated performance and verified safeguards.

Appendix A. Al System and Data Inventory Template

System ID: Owner: Version:

- Business job and permitted output: - Affected users and
third parties: - Model/provider, retrieval sources and
connected tools: - Data categories, source, location, purpose and retention:

- Processing and subprocessor arrangements: -

System actions: Read / Draft / Recommend / Execute (circle permitted roles) - Human approval point

and escalation route: - Evaluation date, failure modes and next
review: - Current evidence status: Designed / Implemented / Tested /
Approved / Suspended

Store the actual inventory in an access-controlled system; do not place live personal information in
this blank template.

Appendix B. Risk Triage and Approval Rubric

Score five aspects from 0 (limited) to 4 (severe): consequence of a wrong result, sensitive-data
exposure, autonomy, affected-party scale, and irreversibility. Internal triage total: 0-20. Suggested
internal review bands are 0-4 limited, 5-9 moderate, 10-14 high, and 15-20 critical review. These
bands are invented management conventions, not legal categories or proof of compliance. A
prohibited activity, unresolved legal requirement, or severe safety concern blocks approval
regardless of numerical score.

For every risk record, add failure scenario, control, control owner, test date, residual uncertainty
and approval. Re-score after any change to data, model, action rights or operating environment.
Keep the risk owner empowered to pause the system.

Appendix C. Provider and Data Due-Diligence Checklist

1. Which company actually contracts and processes the data, and in which regions? 2. What data is
retained for prompts, responses, logs, embeddings and support? 3. Does the plan permit opt-outs for
model training, and how are they implemented? 4. Which subprocessors, tool providers and external
retrieval services receive data? 5. What are the documented breach, deletion, portability and
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incident procedures? 6. Can access be separated between reader, drafter, reviewer and executor? 7.
What product-specific security evidence and service commitments are available? 8. How are model
versions, service changes and deprecations communicated? 9. Can the organization export its work
and restore a manual fallback? 10. What obligations require independent legal review before live
deployment?

Mark each item Verified / Vendor claim / Unverified / Not applicable; attach the supporting document
and review date.

Appendix D. Incident Tabletop and Monitoring Dashboard

Fictional exercise: a retrieved external supplier document instructs an assistant to send customer
records to an unauthorized email address. The agent has draft-only rights, but a workflow
integration could expand them. Participants must identify containment, permission revocation,
evidence preservation, affected data, notification assessment, restart approval and prevention
controls. Measure whether the system actually blocked execution rather than simply reported that it
would.

Dashboard columns: use case, owner, system status, quality acceptance rate, critical-error count,
override rate, average human review time, data incidents, abnormal tool calls, monthly direct Al
cost, last test, next review and unresolved decisions. Each metric needs a precise numerator,
denominator and period. Never use synthetic sample results as real production performance.

Appendix E. Sources and Editorial Verification

The following primary and technical references were consulted for general framing; none certifies
the publisher or substitutes for professional advice. Source check: 31 October 2026. Verify updates
before release.

[R1] NIST, *AI Risk Management Framework: Generative Al Profile* (2024):
https://www.nist.gov/publications/artificial-intelligence-risk-management-framework-generative-artificial-
intelligence

[R2] OECD, *Al Principles*, revised 2024: https://www.oecd.org/en/topics/ai-principles.html

[R3] European Commission Al Act Service Desk, *Implementation Timeline*, current as checked: https://ai-
act-service-desk.ec.europa.eu/en/ai-act/eu-ai-act-implementation-timeline

[R4] ISO, *ISO/IEC 42001:2023 AI Management Systems*, official overview:
https://www.iso.org/standard/42001

[R5] OWASP GenAl Security Project, *2026 Updated LLM Security and Agentic Controls*:
https://genai.owasp.org/2026/09/01/owasp-genai-security-project-unveils-2026-top-10-for-llm-applications-
new-agent-control-standard-and-sponsors-as-community-tops-30000-members/

link and legal statement, commission appropriate data-protection and Al legal review, proofread
every chapter, approve rights and permissions, then authorize any public release. This edition
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